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Abstract—Reliability is a critical concern in the provision and 
placement of web services. A breakdown of service would 
seriously reduce customers’ satisfaction, and thus harm the 
revenue of service providers. To maintain a high reliability, the 
common approach is deploying multiple service instances 
across different physical servers. This would inevitably raise 
another concern of energy consumption. Thus, greening web 
services also becomes an important issue. In this paper, we 
study the fundamental tradeoff between reliability and energy 
consumption, and propose an optimization framework that 
considers both factors. In specific, we build a continuous-time 
Markov model to analyze the steady-state reliability and mean 
time to failure (MTTF) from a service-oriented perspective, 
and obtain the minimum number of service instances to meet 
the given reliability requirement. Then, we show that 
deploying these instances in the server cluster to minimize 
energy consumption is NP-hard. To this end, we propose a 
heuristic algorithm to approximate the result. The analytical 
and experimental results show the effectiveness, and the 
approximation ratio is less than 1.25 for 90% of the data sets 
we use. 
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I.  INTRODUCTION 
Web services are gaining in popularity in both industry 

and academe. They can realize effective Business-to-
Business (B2B) collaboration by automation of 
interoperation [1]. Typical examples of web services include 
booking an airline ticket, order procurement, finance, 
accounting, human resources, supply chain, and 
manufacturing [1], [2]. 

Reliability is a critical requirement in the design of web 
service systems, especially for applications such as account 
management, traffic control and military applications. It is an 
important attribute of Quality of Service (QoS) and is often 
included in the Service Level Agreement (SLA) [20], [22]. A 
breakdown of service would seriously reduce customers’ 
satisfaction. An investigation shows that customer 
satisfaction is lower after service failure than in the case of 
error-free service, even given high-recovery performance [3]. 
There has been some work on the modeling and analysis of 
reliability [4], [5], [6]. However, the traditional study of 
reliability was focused on the component and physical 
hardware. Due to the complex service composition, resource 
sharing and large-scale physical machines, traditional study 

of reliability at the component and physical hardware level is 
not  suitable for web service systems. 

Besides, energy consumption is becoming a serious 
concern and energy efficiency has drawn more and more 
attention. It was estimated in [7] that the Google search 
consumes more than 32 million kWh resulting from the 
report that the energy consumed during an average Google 
search was 0.0003kWh. In [8], it is shown that service 
centers consume more than 1.5 percent of the power 
produced in the US, and the number is still increasing. 
According to industry analysis, enterprise data centers have 
doubled their energy usage in five years [9]. As the energy 
consumption is becoming a serious concern, it is the trend to 
consider energy efficiency in the design and implement of 
web service systems. 

Considering the crucial reliability demand of web 
services and the importance of energy efficiency, it is 
necessary to combine these two factors  together when 
studying the service provision and placement problem. 
Although there have been some pieces of work on combining 
reliability and energy efficiency, their focuses are other 
fields such as wireless networks or multiprocessor real-time 
systems [10], [11]. Reliable and energy-efficient service 
provision and placement problem in web service systems are 
largely unexplored. 

In this paper, we study the reliability-aware energy 
efficiency problem (REEP) in web service provision and 
placement. We study the service-centric reliability and build 
a continuous-time Markov chain to model it. We use phase-
type distribution to measure the reliability and mean time to 
failure (MTTF) of services. Then we develop an 
optimization model to minimize the energy consumption in 
web service systems. We prove the optimization for REEP to 
be NP-hard and propose an approximation algorithm to solve 
it. To verify the accuracy of the approximation algorithm, we 
compare the approximate solutions with optimal solutions 
obtained based on the LINGO software, which shows the 
effectiveness of the algorithm. The dynamics of services is 
also considered in this paper. The experiments show that the 
solution can reduce the energy consumption in the system 
while meeting the reliability demand. Also, we analyze the 
trade-off between reliability and energy consumption based 
on the experimental results. 

Our main contribution is two-fold. First, we propose an 
optimization framework which jointly considers system 
reliability and energy consumption in web service systems. 



Second, we prove this optimization problem to be NP-hard, 
propose an efficient algorithm to approximately solve it and 
conduct analysis to demonstrate its accuracy. 

The remainder of this paper is organized as follows. 
Section 2 introduces the background of the service provision 
and placement problem in web service systems. In Section 3, 
we develop the reliability and energy efficiency models for 
service systems, and propose algorithms to solve REEP. In 
Section 4, we conduct experiments to analyze the results of 
our model and algorithms. Section 5 discusses related work 
and Section 6 concludes the paper. 

II. BACKGROUND 

Many web services run on middleware systems which are 
responsible for the management of resources. Some 
middleware systems use clustering technology to improve 
scalability and reliability, by integrating multiple instances 
of services, and presenting them to the users as a single 
service [12]. 

 
Figure 1.  An example of a clustered web service system 

Fig. 1 shows a typical example of a middleware system, 
which consists of one request controller, one placement 
controller and three machines. The request controller is 
responsible for flow control and admission control, etc. 
There are several services in the system, each of which may 
be replicated for high-reliability and performance. Here the 
replicas of services are called instances and are running on 
multiple physical machines. The placement controller 
decides how to deploy instances across physical machines, 
with the constraint that the total resource demand of 
instances on one machine should not exceed its resource 
capacity. Optimization considerations include reliability, 
responsiveness, throughput, energy consumption, etc. In this 
paper, we will consider two of them, i.e., reliability and 
energy consumption. 

We are to answer the following question: 
Given a set of services and a set of physical machines, 

how many instances should be provided for each service 
and which machines should them be deployed on, so as to 
meet reliability demand and be energy-efficient? 

This problem can be formulated using an optimization 
framework. The goal is to minimize the total energy 
consumption in the cluster. Reliability demand is used as a 

constraint. Other conditions include resources constrains and 
overload protection. 

The notations and definitions used in this paper are shown 
in Table 1. 

TABLE I.  NOTATIONS AND DEFINITIONS 

notation Definition 
n Number of services 

ic Number of instances of service i  
m Number of physical machines 
n mP ×  The mapping matrix of services to 

machines 
ijx The element in n mP × , denoting whether 

service i  is deployed on machine j  

jy  The state of machine j  

jO  The set of instances that are on machine j  
jCPU  The CPU capacity of machine j  
jMEM  The memory capacity of machine j  

icpu The CPU demand of service i  
imem The memory demand of service i  

uρ The upper bound of utility of machines 
isevr The reliability of service i  

iR The reliability demand of service i  

III. MODEL FOR REEP 

This paper seeks to meet the reliability demand of 
services and minimize energy consumption in the cluster, 
subject to resource constraints. We will first discuss how to 
evaluate reliability and meet the demand. 

A. Modeling Service-Centric Reliability 

According to [6]，reliability is the ability of the system 
to offer service without interruption during a period of time. 
Formally speaking, the reliability of a system is the 
probability that the system functions properly and 
continuously during the time period ( , )t t τ+ , given that the 
system is in normal state at the time t : 
 ( , ) Pr( ( , ) | ( ))r t ready t t ready tτ τ= +  (1) 

In steady-state, the reliability can be analyzed by the 
probability that it can keep on service without any failure 
during the time interval (0, )τ , assuming that it is in normal 
state at time 0. The  above expression can be abbreviated as: 
 ( ) Pr( (0, ) | (0))r ready readyτ τ=  (2) 

Different from previous work focusing on the hardware 
[4], [5], we veer from the angle of view, and study the 
reliability from the service-oriented perspective by taking a 
top-down approach and characterize it using mean time to 
failure (MTTF). As for the reliability demand, there can be 
different levels and policies. For example, some services 



may be guaranteed that they can work properly for one day 
at the probability of 0.99999, some may be assured to 
function without failure for 7 days at the probability of 
0.9999. 

We build a continuous-time Markov chain (CTMC) to 
model the lifecycle of a service. Assuming there are ic  
instances of service i in the cluster, the corresponding 
CTMC can be described in Fig. 2. 

 
Figure 2.  The Markov chain of the relialibility model 

In this CTMC, there are ( 1)ic + states{ }0 1 2, , ,...,
icS S S S , 

denoting the number of failed instances of service i . In 
order for the service to be functioning properly, there should 
be at least one instance that is in normal states. We care 
about the time it takes the service to transfer from normal 
states to abnormal state 

icS . Once the service runs into the 

state 
icS , the reliability of the service could not be satisfied 

any more. Therefore the state 
icS  is made to be an 

absorbing state in reliability analysis. 
We define λ  as the failure rate of one instance and μ as 

the repair rate. In state kS , there are k  failed instances, 
therefore the transmission rate of state kS  to state 1kS +  is 
expressed as ( )ic k λ− , and the transition rate to state 1kS −  is 
kμ . Let (1,0,0,...0)=π be the initial state of the CTMC, 
assuming that at the very beginning, all the ic  instances are 
in normal states. 

The intensity matrix of the CTMC can be given by 
,[ ]j kq=Q , where, 
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Let τ  denote the time it takes the service to enter 
the absorbing state 

icS  for the first time. Hence the 
MTTF could be evaluated by the expectation value 

( )E τ . The CTMC built in this paper is a chain with 
absorbing state and the state space is finite. In [13], it 
has been proven that τ conforms to a phase-type 
distribution, expressed as ~ ( , )PHτ π Q , where π is the 
initial state, and Q is the intensity matrix of the 
transient states. The whole intensity matrix has the 
general form as 

0

0
⎛ ⎞
⎜ ⎟
⎝ ⎠

Q q
Q =

0
 

According to [13], the distribution function of τ can 
be expressed as (3), where e  is a 1ic × vector with all 
elements being 1. 
 ( ) Pr( ) 1- exp( )F x x xτ= ≤ = π Q e  (3) 

Therefore the reliability of the service can be 
expressed as 
 ( ) Pr( (0, ) | (0)) 1 ( )r ready ready Fτ τ τ= = −  (4) 
The expectation of τ , which denotes the MTTF of the 
service is expressed as 
 1( )MTTF E τ −= = −πQ e  (5) 

With this model, one can obtain the optimal value of ic  
with Algorithm 1 given the requirement of ( )R τ  and/or 

( )E τ  and the system parameters λ and μ . 

Algorithm 1: search algorithm for the optimal value of ic   

Input: Reliability demand ( )R τ  and mean time to failure  
demand ( )E τ , parameters λ , μ . 

Output: ic . 
1. Initialize ic =1; 
2. obtain the intensity matrix Q ; 
3. obtain reliability ( )r τ  and mean time to failure MTTF; 
4. if ( ( )r τ < ( )R τ ) or (MTTF < ( )E τ ) then 
5.     1i ic c= + ; 
6.     Return to step 3; 
7. end if 

B. Energy Efficiency 

Then we discuss the energy efficiency, formulate it and 
build the mathematical model.  

There are totally n services and m machines in the 
cluster. For each service i , the cluster should provide ic  
corresponding instances, where ic  is obtained using the 
CTMC model proposed above to meet the reliability 
demand. Define the deployment of services on machines as 
0-1 matrix { }n mijP x ×= , where {0,1}ijx ∈  denotes whether 
service i is deployed on the physical server j. 

As there are several instances of one service residing on 
different servers, there might exist several j  such that 

1ijx = , while satisfying ij i
j

x c=∑ . 

Let jy  be the state of machine j, jy =1 expresses that 
machine j is in working state and jy =0 means that it is in 
standby state. It is considered that if there is no instance on 
one machine, then it is in standby state. 

The REEP discussed in the paper takes into account 
resource constraints and overload-protection. As for resource 
constraints, we consider CPU and memory, which are 
usually two most important factors to consider in resource 



management problems. Let jCPU  denotes the CPU capacity 
of machine j and jMEM  be the memory capacity. 

icpu expresses the CPU demand of service i and imem be 
the memory demand. jO is the set of instances that are on 
machine j . It should satisfy that i j

j

cpu CPU
i O

≤
∈
∑ . 

The overload-protection is also considered to avoid one 
machine from being over-loaded. In this paper we choose a 
representative metric of the machine’s utilization as the 
combination of CPU utilization and memory utilization. 
Define icρ as the CPU utilization of the service i , imρ as the 
memory utilization. Therefore the utilization of a service can 
be expressed as iρ = 1 * 2 *ic imα ρ α ρ+ , where 1α , 2α are 
parameters representing the corresponding weights, 
satisfying that 1 2 1α α+ = . Let uρ be the upper bound, which 
can be set according to the different quality of physical 
machines in different situations. Therefore the overload-
protection policy should effectively manage the resource and 
place the services satisfying that i u

ji O
ρ ρ≤

∈
∑ . 

Define jE to be the energy consumption of the machine j. 
The problem seeks to minimize the energy consumption of 
all the machines in the cluster, i.e., jE∑ . 

So the problem can be formulated as follows. 
 minimize  j

ijx
E∑  (6) 

Subject to 
 { }       1, 2...i j

j

cpu CPU j m
i O

≤ ∀ ∈
∈
∑  (7) 

 { }   1, 2...i j

j

mem MEM j m
i O

≤ ∀ ∈
∈
∑  (8) 

 { }                      1, 2...i u

j

j m
i O

ρ ρ≤ ∀ ∈
∈
∑  (9) 

 { }                             1, 2...ij i
j

x c i n= ∀ ∈∑  (10) 

 { } { } { }0,1 1, 2... 1,2...ijx i n j m∈ ∀ ∈ ∀ ∈  (11) 
The objective function is to minimize the energy 

consumption in the cluster. Equation (7) and (8) show the 
resources constraints referring to CPU and memory. 
Equation (9) denotes that the utilization of machines should 
not exceed the upper bound. Equation (10) is used to 
guarantee that ic instances are provided for service i . ic is 
the number of instances to provide for service i  obtained by 
the CTMC model to meet the reliability demand. 

C. Model Specialization 
Kephart et al. [14] have argued that one of the most 

effective ways to save energy is workload consolidation and 
powering off the spare physical machines. Much work has 
proven that the energy consumption of a machine in 
working state is greatly different from that in standby state. 
Therefore in this paper we care most about whether the 
machine is in working state or in standby state instead of the 
slight variation of energy consumption in working state in 

detail. The objective function to minimize energy 
consumption can be reduced to minimizing the number of 
working machines in the cluster and can be written as jy∑ . 

As for the resources constraints, take the CPU resource 
for example. Equation (7) is used to restrict that the load of 
CPU on machines should not exceed the capacity. The 
expression can be written as * *i ij j jcpu x CPU y≤∑ . 

The problem can be specialized as 
 minimize  j

ijx
y∑  (12) 

Subject to 
 { }* *    1, 2...i ij j j

i
cpu x CPU y j m≤ ∀ ∈∑  (13) 

 { }* *     1, 2...i ij j j
i

mem x MEM y j m≤ ∀ ∈∑  (14) 

 { }* *    1, 2...i ij u j
i

x y j mρ ρ≤ ∀ ∈∑  (15) 

 { }   1, 2...ij i
j

x c i n= ∀ ∈∑   (16) 

 { } { } { } { }0,1 , 0,1 1,2...  1,2...ij jx y i n j m∈ ∈ ∀ ∈ ∀ ∈  (17) 
We can prove that the problem formulated by this model 

is NP-hard. 
Theorem 1: The problem formulated by this model is 

NP-hard. 
Proof: We prove the theorem by reduction from multi-

dimensional bin-packing problem. So far much research has 
been done to study the multi-dimensional bin-packing 
problem which is well known to be NP-hard [15]. We first 
give the formal definition of it: assume there is a list of 
items 1 2 3( , , ,... )nV v v v v=  to be packed; each of the items is a 
d-dimensional vector 1 2 3( , , ,... )dr r r r  representing the 
demand. The bin can also be represented by d-dimensional 
vector 1 2 3( , , ,... )dR R R R  and iR denotes the capacity of the 
dimension i . The goal of multi-dimensional bin-packing 
problem is to pack the items into the bins so as to use the 
minimum number of bins. 

As for REPP, suppose there are n services and 
ic instances that should be provided for each service i . We 

need to deploy the instances on servers and seek to use the 
minimum number of servers without violating the 
capacities. Remind that it is a special case of this problem if 

ic =1 for all service i , which can be reduced from three-
dimensional bin-packing problem: each service is viewed as 
an item with three-dimensional vector ( icpu , imem , iρ ) and 
the goal is to use minimum number of servers to pack those 
services. It is easy to prove the proposed problem is NP-
hard by reduction to absurdity. Assume the problem is not 
NP-hard, and can be solved in polynomial time. Then the 
special case of it, which could be reduced from the three-
dimensional bin-packing problem, can also be solved in 
polynomial time. However, it is contrary to the theory that 
the multi-dimensional bin-packing problem is NP-hard and 



could not be solved in polynomial time. Therefore the 
problem proposed in this paper is NP-hard. ■ 

Since the problem is NP-hard, it is not easy to find the 
optimal solution. Much work has been devoted to finding 
the approximate solutions to the multi-dimensional bin-
packing problem and many algorithms have been proposed. 
In the paper we use an approximation algorithm evolved 
from the FFD (first fit decreasing) algorithm [16], which is 
widely-used and easy to implement. 

The algorithm in detail is shown as Algorithm 2. The 
input of the algorithm is the number of services and the 
corresponding number of instances to be provided. Step (1) 
initializes this problem’s decision variable ijx  and jy . Step 
(2) sorts the services according to their demand in non-
increasing order. It is not unique as for how to compare the 
demand of different services since it includes both CPU and 
memory. Although there can be several methods, it 
introduces no changes to our model and algorithm, and here 
in this paper we choose a combination of CPU and memory 

demand 0.5 0.5i icpu mem
CPU MEM

⋅ + ⋅ as the metric. Step (3) to 

step (17) decides how to deploy those instances of services. 
Step (5) to step (13) finds a first-fit machine for the present 
instance. Step (6) judges whether any instance of the present 
service has been deployed on the machine; if so, the 
machine is passed since it is considered in this paper that 
two instances of the same service should be deployed on 
different servers. Once the first physical server that satisfies 
those constraints is found, pkx is set to be 1. To consider the 
exceptional case, if the expected utilizations of all the 
servers are higher than uρ , the algorithm chooses the server 
with the lowest utilization to deploy the instance where the 
resource constrains could remain satisfied. 

Algorithm 2 obtains the matrix [ ]ij n mx × , which denotes 
how the instances of services are deployed on the servers. In 
real systems, services can register or leave the system 
dynamically [18]. Accordingly, the algorithm can rerun after 
a period of time and produces a new solution to the service 
provision problem. 

As for the worst-case time complexity of Algorithm 2, it 
is mainly composed of two parts: sorting process time and 
search process time. The sorting process ranks the n  
services and costs at least ( log( ))O n n⋅  time. There are 

totally
1

n

i
i

c
=
∑ = N instances to be deployed. For each instance, 

it takes at most m times to find the first server that can hold 
it. Therefore the worst-case time complexity 
is ( log( ) )O n n N m⋅ + ⋅ . Actually the search process can be 
improved by using more efficient search method such as 
heap search. Then the worse-case time complexity can be 
improved to be ( log( ) log( ))O n n N m⋅ + ⋅ . 

 
 

Algorithm 2: approximation algorithm for REEP 
Input: number of services n， number of instances ic of 

each service i , number of physical servers m  
Output: service deployment matrix [ ]ij n mx × , server state 

vector y  
1. Initialize the element ijx to be 0, set jy =0 for all servers 
2. Collect the integration demand of each service, then 

sort them in non-increasing order 
3. for service p = 1 to n  do 
4.     for instance j = 1 to pc  of service p  do 

        //Find a server k  to deploy the instance 
5.          for server k = 1 to m  do 
6.              while ( pkx ==1) do 
7.                 k ++; // instances of the same service

                            // should be on different servers 
8.              end while 
9.              if it is satisfied that  

           

*  

*  

*

i ik p k
i

i ik p k
i

i ik p u
i

cpu x cpu CPU

mem x mem MEM

xρ ρ ρ

+ ≤

+ ≤

+ ≤

∑

∑

∑

 

then 
10.                  Set pkx =1, ky =1; 
11.                  Break; 
12.              end if 
13.          end for 
14.         j ++; 
15.      end for 
16.      p ++; 
17. end for 

IV. EXPERIMENTAL RESULTS 

A. Service Reliability 
In this section, we analyze and validate the model and 

algorithm proposed in this paper. We first evaluate reliability, 
which is determined synthetically by the failure rate, the 
repair rate, number of instances and period of time. We use 
the failure data set at LANL [17] to analyze and simulate our 
model and algorithm, which contains data collected over the 
past nine years from 1996 to 2005, covering systems 
including a total of 4,750 machines and 24,101 processors. 
All failures during the process of services at LANL are 
recorded in this dataset. The failures are categorized into 6 
classes which are Facilities failure, Hardware failure, Human 
Error, Network failure, Software failure and  Undetermined 
failure. In this work, we do not distinguish the category of 
failures. The sojourn time in normal state and failure state 
can be obtained by statistic methods from the trace in the 
dataset. Then the failure rate and repair rate can be obtained 
by calculating the reciprocals of the sojourn times in normal 
state and failure state, respectively. 



Fig. 3 shows the log linear trend of reliability according 
to the number of instances. In our experiment, we use ln 0.9 , 
ln 0.99 , ln 0.999 , etc., as references to evaluate the 
reliability. We analyze the reliability during one day, four 
days and seven days as examples. 

As it can be seen from Fig. 3, with the increase of the 
number of instances, the reliability of service also increases. 
In fact, more redundancies can improve service reliability. 
The reliability of a service that works continuously for one 
day is larger than that for two days and seven days since it is 
harder to guarantee that the service would not fail as time 
increases. Actually, if we let the period of timeτ → ∞ , then 
the reliability ( ) 0R τ →  for it is not possible to work 
properly and continuously forever. Given the reliability 
demand, we can obtain the number of instances that should 
be provided for each service. 

 
Figure 3.  The relationship between reliability and instance number 

B. Comparison with Optimal Solution 
The evolved FFD algorithm is used to deploy the 

instances on the physical servers in the cluster to reduce the 
number of servers that are on. We compare the results of the 
proposed algorithm with the optimal solutions obtained by 
LINGO software, which finds the optimal solutions using 
exhaustive search. It has been illuminated that the proposed 
algorithm could get an approximate solution in polynomial 
time, while the optimal solution could not be obtained in 
polynomial time as the problem is proven to be NP-hard. 
Therefore, the proposed algorithm could reduce the 
operation time significantly especially for large scale 
systems and services. 

Let 1r be the number of working-state physical servers 
obtained by the evolved FFD algorithm and 2r be the 
optimal solution obtained by the LINGO software. 
Therefore, the approximation ratio can be written as 1 2/r r . 
The number of instances in the cluster is varied from 10 to 
21, and for each case we run more than 10 experiments by 
varying the resource constraints of CPU and memory to get 
the approximation ratio. We do not compare the results for 
instances number larger than 21, because in such cases there 
are hundreds of constraint inequalities and it takes more than 
one hour to get the optimal solution by LINGO software 
using the machine with a dual-core CPU at 3.3GHz 
frequency. 

Fig. 4 shows the cumulative distribution function (CDF) 
of the approximation ratio. It is shown that the solutions of 

the proposed algorithm are larger than the optimal solutions. 
The approximation ratio lies between 1 and 1.5 and is less 
than 1.25 for 90% of the data sets we use, which validates 
the effectiveness of our proposed algorithm. Besides, with 
the number of instances increasing, the increasing rate of 
time complexity of the approximation algorithm is greatly 
smaller than that of using LINGO software to get the optimal 
solution. Therefore, the proposed algorithm is both precise 
and efficient. 
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Figure 4.  CDF of approximation ratio 

C. Energy Efficiengy 
We use the power consumption data collected in our lab 

to simulate our model and algorithm. We measure the real-
time power consumption of the Dell PowerEdge R710 
servers for 25 minutes by power-measuring equipment. We 
start with the standby state, then wake on the servers, record 
the power consumption and obtain the average power 
consumption of servers at standby state and working state. 
The average power consumption in working state is 150.0 W, 
while in standby state it is 7.7 W. Comparing the difference 
of power consumption between standby state and working 
state, it can be concluded that the two-value assumption of 
our model makes sense. 

We show how the model and algorithm can reduce 
energy under certain reliability demand. We conduct two 
simulation experiments, the first one is before energy 
optimization and with load-balanced mechanism, where 
there are fixed number of instances on each physical 
machine. The second one is with energy-efficient policy. To 
meet reliability demand, more than one instance may be 
provided for each service. In our experiments, we vary the 
reliability demand for one day from 0.9 to 0.99999, and 
compare the power consumption of the two experiments. 

In Fig. 5, the blue bars represent the power consumption 
after optimization, and the green bars are the power 
consumption saved by optimization. Fig. 5 shows that with 
the energy-efficient policy, the power consumption can be 
greatly reduced. Besides, with the increase of reliability 
demand, the power consumption grows in both of the two 
experiments. In the real systems, in order to improve 
reliability, more redundancy should be provided, thus 
improving the energy consumption of the whole systems. 
Therefore, a trade-off between the reliability demand and 
energy consumption is practical in the design and 
implementation of web service systems. 
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Figure 5.   Power consumpiton and power saving using energy-efficient 
policy under different reliability demand 

Considering the dynamics of service systems, a service 
can be registered and released dynamically [18]. The 
placement controller can well handle this situation, which is 
validated by Fig. 6. 

At the very beginning, there are 3 services in the system 
with reliability demand 0.9, 0.99, 0.999 and the total power 
consumption after energy optimization is about 1200 W. 
After two days, a new service with the reliability demand 
0.999 registers and joins the system. The proposed algorithm 
reruns and adjusts the placement. Fig. 6 shows that the total 
power consumption after optimization increases to about 
1350 W. This runs for three days until the 6th day when a 
service with reliability demand 0.999 leaves the cluster. Then 
the algorithm reduces power consumption to about 1200 W. 
Two days later, a new service with reliability demand 0.9999 
registers in the system and the power consumption increases. 
It can also be seen from Fig. 6 that the power consumption 
can be greatly reduced after optimization. Furthermore, with 
the number of services increasing, more power can be saved 
by using energy-efficient policy. 
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Figure 6.  Power consumption with service registing and leaving 

V. RELATED WORK 

The service provision and placement problem has been 
studied in literature. Tang et al. [12] proposed a placement 
controller to decide how to provide resources for web 
applications and where to place them. They consider 
resource constrains and load-balanced policy while striving 
to maximize total satisfied demand and resource utilization. 

In [19], the web service placement problem from the 
perspective of fairness was studied so as to treat them fairly; 
the authors used utility functions to model the satisfaction 
and sought to equalize the utility among different services 
while satisfying resource constraints. Li et al. [20] discussed 
how to deploy and manage the applications in the cluster by 
using performance model and treat it as a constraint so as to 
obtain the maximum profit out of the minimum resources. 
Their research studied how to maximize resource utilization, 
to obtain the maximal profit or how to fairly treat 
applications and services. Some pieces of work also studied 
performance, but were mainly focused on response time only 
[20], [24], [25]. 

Reliability is a critical attribute of Quality of Service 
(QoS) and is important in web service provision and 
placement. There has been some traditional research on 
reliability which studied reliability at the component and 
physical hardware level [4], [5]. Some of the methods were 
based on the structure of the system which consists of 
components that are series or in parallel, such as Reliability 
Block Diagrams (RBD) [4]. Other methods were based on 
State-based stochastic model which could deal with the 
dynamics of the system. In addition, there has been some 
study on the user-centric or service-oriented reliability [26]. 
Also, we have studied the service-oriented reliability by 
proposing a generic model from a top-down perspective in 
our previous work [27]. 

Besides, as energy consumption is becoming a serious 
concern, it receives much attention recently. Bartalos et al. [7] 
studied the modeling and estimating power consumption of 
web services and provided software services in context of 
locations to maximize energy efficiency. Ardagna et al. [23] 
studied how to deploy advanced active energy-aware 
business process applications by recognizing the multi-layer 
feedback nature of business process systems. They also 
discussed the problem of making trade-off between energy 
efficiency and performance. Steinder et al. [21] considered 
the energy consumption of machines as a function of CPU 
and present a combined power and performance management 
system to achieve significant power savings without 
unacceptable loss of performance. However, they only 
studied the response time as the metric of performance, and 
only a single bottleneck resource was considered. Guenter et 
al. [22] considered the multiple power states of servers and 
those power states could switch to each other. They proposed 
tradeoffs between cost, performance and reliability and 
studied when and how many servers to transition to each 
power state to meet demand while minimizing energy and 
reliability costs. But the reliability they studied was at the 
component and hardware level, and the reliability cost of 
components was due to duty-cycling which may have bad 
influence on the hardware. 

VI. CONCLUSION 
In this paper, we study the reliability-aware energy 

efficiency problem in service provision and placement, 
which is an important issue in the design and management of 
web service systems. We propose an optimization 



framework which strives to minimize the energy 
consumption in web service systems while meeting the 
reliability demand. A continuous-time Markov chain is used 
to model the service-centric reliability. An approximation 
algorithm is proposed to minimize the energy consumption 
in the system. We compare the approximation solutions to 
the optimal solutions obtained from LINGO software to 
verify the accuracy of the algorithm. Experiment results 
show the effectiveness of our model and algorithm. This 
work is expected to offer a valuable reference for the 
deployment and management of web service systems. 

There are several interesting directions for future work. 
Firstly,  considering that there are several  factors related to 
the energy consumption of a physical machine, one 
interesting problem is to build a more detailed energy 
consumption model according to different system states. The 
energy consumption could be evaluated more precisely. A 
second direction is to use multiple types of failures to model 
reliability, and different reliability probabilities of instances 
can also be considered. Thirdly, the overhead brought by 
adjusting the deployment settings can be studied, which 
would capture some other performance metrics. Finally, 
another interesting direction is to apply the models and 
algorithms in real web service systems and study some 
efficient parameter measurements to handle the high 
dynamics of SOA. The data set in real systems could provide 
a better understanding of the models and policies, which can 
serve as a guidance for system design and optimization. 
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